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Job Description

Job Title: Infrastructure Support Engineer
Responsible To: Infrastructure and Cyber Director 

Job Summary:

This role will be based in our Colchester office with occasional travel to our various offices and locations

This is a 37.5-hour job, working Monday to Friday.

The role will involve monitoring, managing and securing Practice Plus Group’s network and server infrastructure.  The role will also act as a point of escalation for the internal IT Service Desk, Remote Support and Project teams. This will necessitate the participation in an on-call rota to cover evenings and weekends.

Additionally the successful candidate will be responsible for ensuring IT adheres to best practice and ITIL disciplines such as Change Management, Problem Management, Capacity Management and Availability Management.  .

Who we are:

Practice Plus Group is passionate about great healthcare. We believe that anyone should be able to access excellent care, whether via the NHS or privately. Our breadth of expertise spans surgery, diagnostics, general practice, offender health and urgent care, with an unrivalled range of different services provided across the country. We’re proud to be at the forefront of developing new and exciting ways to support the nation’s health too, helping patients to maximise their wellbeing and live life to the full.

When you’re part of the Practice Plus Group team, you don’t just have a job. You have a career. We work with you to help you grow in your role and take your career in the direction you want to go. We’ll help you be the best you can be.

We want our team members to feel motivated and rewarded. So we offer a competitive package of pay and benefits. We also recognise the value of a healthy work-life balance – so we always try to be flexible, helping you fit your working life around your home life.







Infrastructure Engineer Responsibilities

· Build, configure and support Windows Server estate
· Active Directory Management – User / Groups, DNS, GPOs
· Microsoft 365 Support and Administration – Exchange, SharePoint, Teams and One Drive 
· Entra ID Support and Administration – Hybrid Environment
· Cisco Networking Knowledge – Layer 2 (switch setup and configuration) and Layer 3
· Azure IAAS Setup and configuration
· Vmware vSphere Administration – Deploy, configure and Manage Virtual Machines
· Endpoint Management – Asset / Configuration Management, Software Deployment, Patching 
· Identify and action security incidents
· Act as a point of escalation for other members of the IT department
· Create and manage support documentation for all aspect of third line support including, hardware and software knowledge documents.
· Actively manage and monitor the third line call queue and ensure all calls are completed within SLA.
· When required assist the Service Desk to ensure appropriate support is being provided.
· Demonstrate a flexible approach to work and be prepared to work outside of normal hours when and if required.
· Actively partake in project work and tasks as and when required.
· Partake in on-call rota, one week in four.


Problem Management:
· Identify and report recurring incidents in line with the Problem Management Process
· Assist in troubleshooting, progressing and resolutions of Problem Tickets

Change and Configuration Management:
· Raise Requests for Change as required (RFC)
· Communicate 3rd party supplier activities with the Change Management Team

This list of key responsibilities is not exhaustive and the post holder may be required to undertake other relevant and appropriate duties as reasonably required.


Core Competencies

Soft Skills:
· Customer focused
· Analytical approach with close attention to detail
· Good verbal and written communication skills
· Confident and self-motivated with a positive can-do attitude
· Team player, able to mentor and provide guidance to other members of the team where applicable
· Able to use own initiative to troubleshoot and find solutions to technical issues
· Understanding of ITIL principles and comprehensive knowledge of internal processes
· Entitled to work in the UK and hold a current, clean UK driving license

Technical skills:
· VMware vSphere
· Microsoft Windows Server 
· Active Directory
· CISCO Switching & Routing 
· Microsoft 365
· Azure IAAS
· Entra ID
· Security fundamentals
· PowerShell Scripting

Desirable:
· Microsoft 365 Accreditations 
· Security +
· Cisco CCNA

Experience:
· Previous experience of working in a Service Desk Environment
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